Electronic Health Records

Program Integrity
Issues in Electronic

Health Records:
An Overview




Content Summary

As of June 2014, the Centers for Medicare & Medicaid Services’ Electronic

Health Record (EHR) Incentive Programs had paid incentives to 75 percent of
eligible professionals and 92 percent of eligible hospitals.[1] As of September 2015,
548,000 eligible professionals, hospitals, and critical access hospitals had registered
to participate in EHR Incentive Programs.[2] While the advancement of EHRs has
many recognized benefits such as improved quality patient care, there is also
increased concern about the potential for fraud, waste, and abuse, and the loss of
documentation integrity that could compromise patient care. This booklet addresses
common EHR system features and methods, which, if used inappropriately, could
compromise the integrity of Federal health care programs by facilitating fraud, waste,
abuse, and improper payments. The booklet also covers some program integrity tools
and techniques that can help providers and others to recognize, report, and prevent
such activities.

Introduction

The increasing use of electronic health records (EHRs) necessitates developing

and changing how to identify and address Federal health care program integrity
vulnerabilities. Program integrity depends on consistent incentives for better patient
outcomes within a context that avoids over- or underutilization of services. It also
requires effective, ongoing program management and monitoring. The success of
such efforts directly affects the appropriate spending of taxpayer dollars.[3]
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A base EHR must meet certification criteria according to Federal regulations (45 Code
of Federal Regulations [CFR] Section 170.315) and contain patient demographic and
clinical medical history and problems. An EHR must also be able to:

Provide clinical decision support;
Support physician order entry;

Capture and query information relevant to health care quality; and

Exchange electronic health information with other sources and integrate health
information from other sources.[4]

Do not confuse EHRs with electronic medical records (EMRs). A single medical
practice or health care organization creates and accesses EMRs, while EHRs are for
use by multiple entities.[5]

Benefits of EHR Use

There are many benefits associated with the use of EHRs, including:

® Improved Coordination of Care: Timely access to complete patient health
care records helps providers make decisions that are more informed.[6] EHR
systems can track health changes over time, allow providers at multiple
locations to view the record at the same time,[7] and reduce misplaced or lost
charts and records;[8]

® Reduced Costs: EHRs can lower health care costs by applying clinical practice
guidelines to avoid duplicate procedures and unnecessary tests.[9] EHRs allow
providers to respond to auditors’ requests for medical records through secure
electronic means such as the Electronic Submission of Medical Documentation
(esMD) systems;[10, 11]

e Enhanced Security and Patient Privacy: EHRs can offer major
improvements over paper documentation, providing such features as secure
networks, firewalls, encryption of data, and password protection that ensure
only appropriate or authorized entities can access certain information.[12, 13]
Physical security at data storage (server) sites, locked and access-restricted
facilities, server redundancy, and backup processes control risk of data loss
from natural disasters or system failure.[14] Additionally, edits, audits, and
system logs can track all persons editing and accessing information, flag
potentially inappropriate activity, and correct mistakes in real time;[15] and

® Prevention and Detection of Fraud, Waste, and Abuse: Internal monitoring
and auditing can help identify data that is outside the normal range,[16] when
and by whom records were accessed, and new or amended entries.[17] EHRs
also allow information sharing between EHR e-prescribing systems and
State Prescription Drug Monitoring Programs (PDMPs). PDMPs can review
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prescriptions for controlled substances, which can help prevent doctor shopping
and reduce the volume of drugs available to abusers.[18]

Need for Education

As with any new or emerging technology, providers and others need education. They
may need information on the importance of creating and adapting internal policies and
processes to accommodate use of EHRs. Training should cover appropriate EHR use,
security issues, and preventing, detecting, and reporting of fraud, waste, and abuse.
Management and staff can benefit from learning about internal monitoring and auditing
to identify, investigate, and correct any issues found. Realization of the program
integrity benefits of EHRs will ultimately depend on the nature, depth, and scope of
the education provided on EHR system design and use.

Statutes, Regulations, and Guidance

Number 3 in the top 10 management challenges for the
U.S. Department of Health and Human Services in 2015 is
“the meaningful and secure exchange anduse of electronic
information and health information technology.”

Statutes and Regulations

The Health Insurance Portability and Accountability

Act of 1996 (HIPAA) authorized the Secretary of the
U.S. Department of Health and Human Services (HHS) to
create a rule that protects the security and privacy of individually identifiable health
information.[19] The Secretary did so, adopting standards known as the Privacy Rule.
[20] Since EHRs contain such health information, providers maintainingthese records
must comply with the privacy and security requirements of the Privacy Rule.

Later legislation focused on promoting EHR use. The Health Information Technology
for Economic and Clinical Health Act (HITECH Act), part of the American Recovery
and Reinvestment Act of 2009,[21] promoted using health information technology to
improve health care quality, safety, and efficiency. The stated goals of the Act include
the development of a nationwide health information technology infrastructure that:
Allows for the electronic use and exchange of information;

Ensures security of patient health information;

Improves health care quality and reduces medical errors and health disparities;

Reduces health care costs;

Provides appropriate information to help guide medical decisions;

Improves coordination of care among different providers;
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laws, persons and entities that use EHRs to commit fraud against Federal health
care programs are subject to civil monetary penalties, exclusion from participation
in Federal health care programs, and criminal fines. Individuals who commit such
fraud are also subject to imprisonment. The Affordable Care Act has added to the
effectiveness of these laws by:

® Increasing criminal penalties for health care offenses involving losses of $1
million or more;

® C(Clarifying that specific intent to violate the law is not required for conviction
under the Health Care Fraud Statute; and

® Mandating suspension of provider payments when there is a reasonable
suspicion that they have engaged in fraud.[39]

Guidance From HHS-OIG

The U.S. Department of Health and Human Services, Office of Inspector General
(HHS-OIG), has issued several reports dealing with EHRs. One of these reports
explains that each EHR system’s audit log automatically records changes in EHRs,
“capturing data elements, such as date, time, and user stamps, for each update to an
EHR.” HHS-OIG recommends keeping the audit log turned on so that it can capture
data regarding all such changes. HHS-OIG also recommends that outside auditors
should use the logs to support investigations of potential fraud.[40] The 2015 final
rule addresses these recommendations by adding subparagraphs (e)(1)(i) and (h) to
45 CFR Section 170.210 and incorporating the American Society for Testing and
Materials’ standard for health information system audit logs.[41, 42] The sections on
monitoring, auditing, and investigating later in this document discuss using the audit
log to monitor and investigate fraud, waste, and abuse related to EHRs.

Program Integrity
Vulnerabilities

Summary of a Case Study

EHR technology can make it easier to commit fraud by
making it possible to obtain access to, sort, retrieve, and
export a large amount of data quickly. A case involving an
emergency room (ER) employee recruited by a chiropractic
clinic manager to steal information from EHRs illustrates the harm possible when
someone uses an EHR system for fraudulent purposes. For over 3 years, the ER
employee viewed hundreds of thousands of patient records. He identified 12,000
patients involved in traffic accidents, used the EHRs to assemble related contact

and injury information on these patients, and then sold the information to the clinic
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® Automated Change of Note Author: Automatically changing authorship
of a note written by someone else to the current user of the note;

® Templates: Using predefined text and text options to document the patient
visit within a note;

® Macros: Expanding text associated with abbreviations or specific keystrokes;

® Populating via Default: Generating content without positive action or
selection by author;[54]

® Audit Log: Tracking EHR access information, including the username,
workstation, event description (for example, amendment, correction, or
deletion), and date and time;[55]

® Upcoding: Using documentation to upgrade the level of care provided; and

® Fabrication: Copying information or creating text to show that treatment
occurred at a higher level than was delivered.

Improper Use of EHR
V Features and Capabilities

Promoting EHRs as a way to improve communication
between providers, advance patient care, and improve
patient safety is valid when used properly. However, when
used improperly, EHR software can work against these

‘ goals and make it easier to commit fraud, waste, and abuse.
ﬂ e\e For example, copying and pasting an extensive patient

history completed by another physician into current notes

can create a false impression of which provider completed the history and make it
easier to commit fraud by providing a way to alter information to inflate claims. This
section describes some examples of improper use of EHR features and capabilities.

Copy and Paste

Health care professionals have stated that copying and pasting notes can be appropriate
and eliminate the need to create every part of a note and re-interview patients about
their medical histories.[56] However, HHS-OIG identifies “illegitimate use of cut-
and-paste record cloning” as a problem.[57] HHS-OIG’s 2016 Compendium of
Unimplemented Recommendations found that only about one-fourth of hospitals had
policies governing the use of the copy-paste function in EHR software.[58] Defaulting
or copying and pasting clinical information from different health care records of the
same patient facilitates billing at a higher level of service than was actually provided.
[59] For example, in a summary of one company’s recent self-disclosure settlement,
HHS-OIG said the EHR contained cloned patient progress notes and that they upcoded
several services.[60]
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Author Identification

“Abuse” describes incidents or practices that may not be fraudulent but are inconsistent
with accepted medical or business practices or may result in unnecessary costs.[61]
Some such incidents directly relate to EHR software features, such as allowing multiple
providers to add text to the same progress note without allowing each provider to

sign, making it impossible to verify the actual service provider or the amount of work
performed by each provider.[62, 63]

Templates, Macros, and Population via Default

Some EHR systems use templates that complete forms by checking a box,[64] macros
that fill in information by typing a key word,[65] or functions that auto-populate
un-entered text. Problems can occur if the structure of the note is not a good clinical fit
and does not accurately reflect the patient’s condition and services. These features may
encourage overdocumentation to meet reimbursement requirements even when services
are not medically necessary or never delivered.[66]

Altering Dates When Entries Are Made or Amended

To protect the integrity of the EHR, the new 2015 EHR final rule requires EHR
system audit logs to conform to American Society for Testing and Materials (ASTM)
E2147-01(2013) specification for audit and disclosure logs. This ensures that the
EHR system has the capability to identify the date and time of changes made to an
original entry, such as amendments and corrections; the author of the change; and the
reason.[67, 68] Some systems automatically assign the date to an entry. Others allow
authorized users to change the entry date to the date of the visit or service. Some
systems allow providers to make undated amendments without noting the change

of an original entry. If there is no date and time on the original entry or subsequent
amendments, documentation to support services provided may be in question.
Additionally, if providers cannot determine the order of events, it can affect the quality
of patient care.[69]

Upcoding

Some providers use deception to obtain improper payments. The Center for Public
Integrity report “Cracking the Codes” says providers have added $11 billion to their
Medicare fees over the past 10 years by using more highly compensated codes more
often.[70] Some EHR systems prompt physicians on what additional documentation
is necessary to justify using a higher billing code, even when existing documentation
is sufficient to justify the code entered.[71] In 2012, a joint letter from the U.S.
Department of Justice and HHS to several national hospital associations expressed
concern that some providers might be using EHR systems to upcode the documented
intensity of care provided as a method of improperly increasing profit. Both departments
indicated their willingness to use the available tools to detect upcoding and prosecute
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offenders.[72] As an example, the owner of a Missouri home health care company

was sentenced to prison for directing employees to make false statements in medical
records about the number of therapy visits, the diagnosis codes, and the patients’
health conditions.[73] The company made these changes to increase payments from
Medicare. Changing information about health conditions can harm the patients’ health by
misleading other providers.

In 2014, the United States Attorney for the Southern District of New York alleged that
a billing company and New York City used an EHR system to manipulate coding. In a
False Claims Act lawsuit, the government alleged several specific fraud schemes. One
of those was using computer programs to identify diagnosis codes that Medicaid was
likely to reject in EHRs. The program replaced those codes with a generic diagnosis
code that Medicaid would accept. This practice allegedly resulted in millions of dollars
in improper payments.[74]

Fabrication

EHRSs can also make it easier to fabricate documentation and hide the fraud.[75] Users
can copy, paste, and edit large amounts of text with much less effort than fabricating
it by hand.[76] The 2012 joint letter mentioned previously conveyed concern that
some providers might be using EHR systems to clone medical records.[77] Recent
prosecutions support these concerns. For example, in 2013 a pediatric dentist in
Texas[78] and a supervisor of a mental health services provider in Florida[79] were
found guilty of fabricating records to support bills for nonexistent services.

In a different type of fabrication scheme, the Chief Financial Officer (CFO) of a Texas
hospital chain ordered hospital employees and its software vendor to convert paper
records to EHRs long after the hospital had discharged patients, and in some cases,
after the end of the fiscal year. Then the hospital chain fraudulently claimed that they
met the meaningful use requirements for the EHR Incentive Program. As a result, the
hospitals received over $16 million under the Medicaid and Medicare EHR Incentive
Programs. The CFO was ordered to repay nearly $4.5 million to the Medicare EHR
Incentive Program and was sentenced to 23 months in prison.[80, 81]

Unauthorized Disclosure

Health information technology allows a malicious user to obtain and transfer
patient information much faster than with paper records. For example, in the case
of the hospital ER employee discussed previously in this booklet, the employee
viewed more than 763,000 patient records in almost 3 years.[82] Other mistakes that
can lead to waste, abuse, and identity theft include failure to encrypt laptops[83] and
thumb drives,[84] with a resulting disclosure of personal health information (PHI).
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Preventing EHR Fraud,
Waste, and Abuse

In July 2014, CMS announced its plan to work with the

ONC to develop a comprehensive strategy to detect and

reduce EHR fraud.[85] Providers can play a large role in

preventing fraud, waste, and abuse related to EHRs, and

improper access to EHRs, by maintaining an operational

audit log, encrypting all entries, adopting policies to
regulate changes and access to EHRs, and training staff on these policies.

Anti-Fraud Software

Providers should consider purchasing EHR system software that incorporates
important anti-fraud features or upgrades or modifies their existing systems to
incorporate those features. Most important among such features is an audit log that
remains operational whenever the records are available for updating or viewing.
[86] There is no requirement in the 2015 Edition Health IT Certification Criteria for
ensuring audit logs are operational around the clock, but there are several security
requirements in 45 CFR Section 170.315(d)(2) to protect the integrity of the

health information:

® The log must record actions specified in the ASTM E2147-01 specification
(D(A);

® The log must record its status and the encryption status as enabled or disabled
HB)-(C);

® The log may be disabled only by a limited group of users (iii); and

® The log must not be capable of being changed, deleted, or overwritten (iv).[87]

Therefore, providers should review the 2015 Final Rule in detail and consider
purchasing or upgrading to an EHR system with the capabilities outlined in the rule.

Software to Prevent Unauthorized Access

Although illegitimate access to EHRs takes place more often from authorized system
users than outside individuals, providers still need to take measures to protect data in
transit and in storage from theft or alteration. A 2015 report from Microsoft Research
showed that they could access PHI from nearly all of the small and large hospitals
they attempted to hack.[88] Other anecdotal evidence indicates encryption still lags
behind.[89]

“Ransomware” is a relatively new trend that hackers use to encrypt a health

organization’s EHR and other computer systems, and then demand payment for the
encryption key. Government and private databases that store patient information are
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